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GENERAL DATA PROTECTION REGULATIONS & IMPACT ON YOUR BUSINESS MAY 2018
Data O Storage
Minimisation Accuracy Limitation

Our newsletter covers — GDPR & its
impact on Companies operating

outside EU including from India.

At present, companies’ world over are
in the process of assessing the impact
of EU General Data Protection
Regulations (“GDPR”) will have on
their businesses. High administrative
fines in case of non-compliances with
GDPR provisions are a driving force
behind these concerns as they can lead
to loss of business for various
countries such as India. GDPR will be
applicable from May 25", 2018.
GDPR is an omnibus regulation by
which the EU intends to strengthen
and unify data protection thereby
enabling EU citizens to have more
control of their personal data.

Personal data must be adeguate
relevant and limited to what i
necessary in relation to the purposes
for which those data is processad

/) Purpose

" Limitation

Persanal data may only be collected
for the specified, explicit and
legitimate purposes and must not
be further processed in a manner
that s incompatible with those
purposes

> Lawful, Fair &
= Transparent

It must be clearly explained to the
data subject that data is being
captured & what that data s why
that data i being captured. and by
whorm, and what will happen to that
data. It must also be clear what
nights the data subject has regarding
their own data
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Personal data must be accurate and
where necessary, kept up to date: every
reasonable step must be taken fo
ensure that personal data that are
inaccurate, having regard to the
purposes for which they are processed
are-erased or rectified without delay

7 GUIDING
PRINCIPLES @
\ OFGDPR '

\.o'

W.E.F 25/05/2018

Personal data must be kept in a form
which permits identification of data
subjects for no longer than s
necessary for the purpases for which
the personal data are processed: it
may be stored for longer periods
solely for archiving purposes in the
public interest. scientific or histarical
research purposes or  statistical
purposes

~Integrity and
~— Confidentiality

Personal data must be processed in 2
manner that ensures appropnate
secunty of the personal data
including  protection  against
unauthonsed or unlawful processing
and against  accidental  loss
destruction or damage, using
appropnate technical ar
organisational measure

& Accountability

The controller shall be responsible
for, and be able to demonstrate
compliance  with, the CODPR

principles
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. o7 GDPR applies globally and companies outside EU will have to comply with the GDPR i
GDPR Applicability PPIES T0RATY P . 1o compy 4
they process personal data of EU data subjects (even there is no payment).

Does the Co. YES [
have presence in = GDPR Applies
EU? |
1k
YES YES
NO
Does th
Does the e _'E
Is the Co.’s . processing
YES processing NO —
cuslamer an vl to s .
- : r t
EU citizen? offering goods e b

behavior of

or service? i :
persens in EU?

NO
l NO

[ GDPR does not apply ]

Non-EU based organizations: For offering of goods & services (but not monitoring), it must be apparent that the organization
“envisages” that activities will be directed to EU data subjects.
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The EU GDPR will increase privacy for individuals and give regulatory authorities
greater powers to take action against businesses that breach the new laws.
Here's what it means for your business:

TJough penalties:

fines of up to The regulation also applies to non-EU

companies that process personal data

4ﬂ/ of annual global of individuals in the EU.
revenue

€20 mllllon

whichewver is « =14

GDPR Highlights,, _

international transfer of data

The definition of personal data is now will continue to be g‘gzeé'gfnu"ﬁeir
broader and includes identifiers such as o :
—;‘ \’5‘ == J-
amm— i
genetic mental cultural economic social identity.
Obtaining consent for - L Parental consent
processing personal data ' 4 vos is required for the

must be clear, and must seek
an affirmative response.

processing of
personal data of
children under
age 16.

-&

Data subjects have
the right to be
forgotten and

erased from records.

Users may request a
copy of personal data
in a portable format.
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Fines up to EUR 20m or

4% of total worldwide
annual turnover

A data protection officer
has to be nominated as a
fixed role

Data breaches must be
reported without undue
delay

Processing by third
parties must be governed
by contract

Develop default privacy
protection mechanisms
and implement
monitoring processes

Sanctions

Data protect.

officers

Notification
requirements

Processor @

DP by design
and by default

Much broader territorial scope

Territorial scope
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Explicit
consent

Right of
access

; Right to
rectification

@ Right to
I I Right to data

portability

erasure
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Stricter requirements
regarding explicit consent

Information on controller
and the stored personal
data must be provided

Incorrect data has to be
rectified

Delete data if it is no longer
required for the original
purpose

Individuals can request
copies of personal data

www.equicorplegal.com
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General Misconceptions about GDPR:

4+ We are a company established in India hence GDPR does not
apply to us;
‘*-My data is stored with a third party service provider so it’s only

their responsibility to remain compliant with GDPR;
4+ Our CISO/CIO/CRO can also play the role of DPO;

4+ Controllers and processors will have to answer to only a single data

protection authority;

*— GDPR is the Information Security team’s problem;

‘*-My associates have only view access to the personal information
of Eu citizens;

*- We are too small an organization so GDPR will not affect us;

*We are only data processors so we don’t have to worry about

GDPR
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PEJPLE ARE LOMPLANING TO
THE SLPERVISORY AUTHORITY THAT THEIR

DATA |15 NOT BEING ERASED AS "
REQUESTED!

WHICH ONE OF YOU
CONTROLLERS IS
RESPONGSBLE 77




B

Equi Corp Associates, Advocates & Solicitors
TRANSACTION l ADVICE I LITIGATION

Eguwi Corp Associates

Advocates & Solicitors

Proplems..

Demonstrating Compliance to
Regulatory requirements

Driving Enterprise Wide Change
Management

Collaboration among
intarnal functions

Adhering to client

contractual obligations Developing Effective

Technical &
Organizational controls

Recruitment and
Upskilling of resources

-

Business process specific -
data inventory and flow maps

Interpreting the regulatory clauses
and developing a Framework
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Overview of key GDPR requirements

GOVERNANCE REQUIREMENTS

Mandatory DPO ¢
A chief data protection
officer must be appointed

Ongoing compliance
GDPR compliance must be
supported by ongoing
processes such as privacy
impact assessments

Breach reporting
8reaches must be reported
to the relevant authority
within defined timeframes

Consistent purpose
Purpose given when
collecting Pil must be in line
with its subsequent use

-

KEY GDPR
REQUIREMENTS

Unambiguous consent
Use of Pl will be based on
cbtaining and evidencing
unambiguous consent from
the data subject

TECHNICAL REQUIREMENTS

® Data must be portable

Data subjects have the right
to request transfer of their
Pll to other firms

Data must be
permanently erased

Data subjects have the right
to request permanent
erasure of Pll

Data must be secured
Pllis to be stored securely

Data lineage must be
retained

The source of Pll must be
retained throughout its
processing

Data must be accurate
The accuracy of Pll must be

actively managed to a high
standard
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' Using plain language, explain

! who you are when requesting

. persanal data and why you

: are processing this data, how
lang you will stare it for, and

Secure consent to process ", ¢ who will have access to it.
the data: in the instance of : Ensure an EU citizen’s data around their

children and social media, : : health, race, religion, sexual orientation

checking the age limit for : . and political beliefs is safeguarded at

parental consent. all times. This would apply to doctors
and medical professionals

Consent Safeguard Sensitive Data

Transferring Data outside EU

Making legal arrangement for any
data being transferred to non-EU
countries.

Warnings

Informing people of data

The Ways GDPR Can breaches or issues.
Affect Your Business

This applies to most companies Let people view all the data you
operating in today's business have on them and allow people
world. With GDPR there must be an to transfer this data from one
option to easily opt out of this provider to another.

marketing at all times.

Profiling i Erase Data

If you are profiling someone’s This gives citizens the “right to be

information for example for a loan forgotten” i.e the right to request

application, financial institutions that a company erases the personal

must now ensure the final decision data it is storning about them, for

is always made by a person and not exampie the comments people

a machine and the applicant has make on social media in their youth

the option to contest the decision. are not always content they want
their future employers to see.
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Know Your (Customers’) Rights: 8 Ways GDPR
Expands EU Citizens’ Privacy Rights

R e T ©

The Right to Be Informed The Right to Access The Right to The Right to
Individuals have a right to Individuals have the right to Rectifications Be Forgotten
know wha is procassing thair access any personal data that Individuals have the right to Individuals have the right to
personal data has been collected about them require organizations to correct have their personal data deleted
inaccurate personal data and to prevent further collection

f_}' nl:gja

=]» £

©

The Right to Restrict The Right to Data The Right to Object Rights in Relation to
Processing Portability Individuals have the right to Automated Decision
Individuals have the right to Individuals have the right to consent, or withdraw consent, Making and Profiling
require organizations to restrict require organizations to transfer to the processing of their Individuals have the right to opt
the processing of specific persanal data to a recipient of personal data out of the use of their personal
categories of personal data their choice data by automated systems,

such as artificial intelligence
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IfOCIleIZ{>GDPR: THE PATH TO COMPLIANCE

HELP YOUR ORGCANISATION STAY COMPLIANT WITH THIS 10 STEP GUIDE

1. Stakeholder Awareness e. 3. GDPR Gap Analysis
Embed data protection across Q Identify what needs to be updated or
your business functions I newly introduced to comply

2. Data Inventory
g Assess and record your data
processing activities

6. Supply Chain/Processors = 4. Implementation Plan
Ensure supplier contracts E

=2 Create a compliance programme
contain adequate provisions to address the compliance gaps.

5. DPO
‘ Assess whether the appointment
of a DPO is necessary

7. Cross-Border Data Transfers @, 9 Data Subjects’ Rights
- Review legal mechanisms for cross-border \

\d Prepare policies and procedures to ensure
data transfers from the EEA I requests to exercise rights can be handled effectively

8. Accountability Processes I 10. Data Breach Notification
,® Prepare tools and processes 1o e Prepare a policy handling data

document and implement compliance breaches and notification requirements
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Roadmap arter May 2018
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Compliance Audits and
Regulatory Filings
Fragquant extarnal and intarmal sudi= 1o ba
oconductsd. Estsbiishing Dma Protadion
carficaion madhanisms and Dala protedion
=aa ks and marks. Regul story fillings wath thea
Regulatny SAuthorties damaonstraing
ooHmph anca

Role of Legal teams

Colflaborating with 1he Tachnology taamin

driving the privacy intatiee . Kaep up 1o dants

with tha laie=t dhanging Privacy regulntony
iandscn p=
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Privacy By Design

¥ Implementing privacy o a design stago
across o the projacis undartalken in tha
organzatian

Security in Privacy

Shiftang from a Securty com phance foosed
strategy 10 Privacy comphlanos . stratagy .
Extabilishing a pravacy support funclion
r=porting 1o the TR0

Strong Control
Environment and

Enhanced Technology
Esiablshing a Matured technology setap by
ravamng the cunrent technalogy satug and
deresioping a maturad cantral envircnumani
aoross basiness processa s in tha

SHngand At
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Connect with Us:

EquiCorp Associates,
Advocates & Solicitors

Ist Floor, NBBC, Inox
Towers, Tower-B, Plot No.17,

Sector-16 A, Film City, Noida-
201301, Delhi-NCR, India

+918448824659 /
01204797509

W:  www.equicorplegal.com

Email:

admin@equicorplegal.com

Expertise:

+ Corporate &
Commercial

+ Banking & Finance

+ Employment &
Labour Laws

* Intellectual Property
& Information
Technology

+ Litigation &
Arbitration

+ PE, Funds & M&A

+ Startup

+ Regulatory Policy &
Compliance

+ Tax & Consulting
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To know further details and other legal
aspects of GDPR and its impact on your
business or get your company GDPR
Compliant or any clarification, please
us at
equicorplegal.com/ +9]
8448824659
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Disclaimer: This publication by Equi Corp Associates, Advocates & Solicitors is to keep our clients and friends
informed of new and important legal issues. It is intended to be informational only and does not constitute legal
advice. Specialist advice should be sought regarding specific circumstances. © 2018 Equi Corp Associates,
Advocates & Solicitors, Noida, Delhi-NCR. All rights reserved. No part of this article may be reproduced or
transmitted in any form or by any means without written permission from the copyright holder.

For further information on this topic please connect with us at admin@equicorplegal.com /+91 8448824659




